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COMPANY’S POLICY

It is the policy of the Company to prohibit and actively prevent money laundering and any activity
that facilitates money laundering or the funding of terrorist or criminal activities. Money laundering
is generally defined as engaging in acts designed to conceal or disguise the true origins of criminally
derived proceeds so that the unlawful proceeds appear to have derived from legitimate origins or
constitute legitimate assets. Generally, money laundering occurs in three stages. Cash first enters the
financial system at the "placement" stage, where the cash generated from criminal activities is
converted into monetary instruments, such as money orders or traveler's checks, or deposited into
accounts at financial institutions. At the "layering" stage, the funds are transferred or moved into
other accounts or other financial institutions to further separate the money from its criminal origin.
At the "integration" stage, the funds are reintroduced into the economy and used to purchase
legitimate assets or to fund other criminal activities or legitimate businesses. Terrorist financing may
not involve the proceeds of criminal conduct, but rather an attempt to conceal the origin or intended
use of the funds, which will be used later for criminal purposes. All employees are required to
receive a copy of the Company’s AML policy and are required to follow such policy and procedures.
If an employee is caught violating any portion of the Company’s AML policies and procedures, a
meeting with the Compliance Officer will occur, with the employee given written warning of such
violation. If the employee violates the AML policies and procedures for the second time, immediate
termination will occur.

PURPOSE

The objective of this policy is to ensure that the products and services of the Spinzer Equities (Pvt)
Limited (SE) are not used to launder the proceeds of crime and that all of the SE’s staff is aware of
their obligations and the need to remain vigilant in the fight against money laundering/terrorist
financing. The document also provides a framework to comply with applicable laws, Regulatory
guidelines specially related with detection and reporting of suspicious activities.

Other objectives pursued by this policy are as follows:

* Promote a “Know Your Customer” policy as a cornerstone principle for the Brokerage firm’s
ethics and practices;

* Introduce a controlled environment where no business with a Customer is transacted until
all essential information concerning the Customer has been obtained;

+ Conduct self-assessments of compliance with AML policy and procedures;
+ Introducing to the employees the stages of money laundering process and their individual

duties;

+ Establishing a review process which will be used to identify opportunities that might be
used to launder money;

» Providing instructions regarding taking appropriate action once a suspicious activity or a
money laundering activity is detected or suspected.

Adherence to this policy is absolutely fundamental for ensuring that the SE fully complies with
applicable anti-money laundering rules and regulations.
The SE is committed to examining its anti-money laundering strategies, goals and objectives on an



ongoing basis and maintaining an effective AML Policy for its business.

SCOPE

This policy is applicable to the SE’s local as well as overseas operations (if any) including business of

other Financial Institutions routed through SE.

In overseas offices (if any), SE shall ensure compliance with the Regulations of the host country on
KYC, CDD AML/CFT or that of the SECP whichever are more exhaustive.
Our coverage will include:

Compliance of AML Act 2010.

Compliance of SECP requirements on KYC, CDD AML/CFT.

Compliance of local country legislations/ regulations on KYC, CDD AML/CFT& subsequent
updates.

FATF Recommendations

International Standards and guidelines, including Regulatory sanctions as applicable.
Pakistan National Risk Assessment on Money Laundering and Terrorism Financing. (2019 -
update)

RESPONSIBLE PARTY:

Compliance Officer

Appointment of Compliance Officer

1.

SE shall:
a. Appoint a management level officer as compliance officer, who shall report directly
to the Chief Executive;
b. Ensure that the compliance officer, as well as any other persons appointed to assist
him, has timely access to all customer records and other relevant information which
they may require to discharge their duties / functions.

2. The compliance officer shall primarily be responsible for the areas including, but not limited

to:

a. Effective compliance with relevant provisions of Securities and Exchange
Commission of Pakistan (Anti Money Laundering and Countering Financing of
Terrorism) Regulations, 2018, the AML Act, the Anti-Money Laundering Rules, 2008,
the Anti-Money Laundering Regulations, 2015 and other directions and guidelines
issued under the aforementioned regulations and laws, as amended from time to
time;

Ensuring that the internal policies, procedures and controls for prevention of ML/ TF

are approved by the board of directors and are effectively implemented;

Monitoring, reviewing and updating AML/CFT policies and procedures;

Providing assistance in compliance to other departments and branches of SE;

Timely submission of accurate data / returns as required under applicable laws;

Monitoring and timely reporting of Suspicious and Currency transactions to FMU;

and

g. Such other responsibilities that deem necessary in order to ensure compliances of
aforementioned regulations.

o

o oan

REGULATORY OVERSIGHT & COMPLIANCE RISK

SE is bound to use SECP, PSX guidelines and International Regulatory guidelines/standards as

applicable to formulate its own KYC, CDD AML/CFT Policy. The consequence of contravening the


https://www.psx.com.pk/psx/themes/psx/documents/legal-framework/SECP/regulations/secp-(aml-and-cft)-regu-2018/SecExg_LicensingOperations_Reg16.pdf
https://www.psx.com.pk/psx/themes/psx/documents/legal-framework/SECP/regulations/secp-(aml-and-cft)-regu-2018/SecExg_LicensingOperations_Reg16.pdf
https://www.psx.com.pk/psx/themes/psx/documents/legal-framework/SECP/regulations/secp-(aml-and-cft)-regu-2018/SecExg_LicensingOperations_Reg16.pdf

Regulations or failing to comply can be significant and include disciplinary measures, imprisonment
or fine or both under local laws as well as the loss of reputation for SE.
Notwithstanding the statutory and regulatory penalties, increased vigilance by Management and
staff will protect SE from the following risks:

e Reputational

e Operational

e Legal

e Financial

Reputational risk: The reputation of a business is usually at the core of its success. The ability to
attract good employees, customers and business is dependent on reputation. Even if a business is
otherwise doing all the right things, if customers are permitted to undertake illegal transactions
through that business, its reputation could be irreparably damaged. A strong KYC, CDD AML/CFT
policy helps to prevent a business from being used as a vehicle for illegal activities.

Operational risk: This is the risk of direct or indirect loss from faulty or failed internal processes,
management and systems. In today's competitive environment, operational excellence is critical for
competitive advantage. If KYC, CDD AML/CFT policy is faulty or poorly implemented, then
operational resources are wasted, there is an increased chance of being used by criminals for illegal
purposes, time and money is then spent on legal and investigative actions and the business can be
viewed as operationally unsound.

Legal risk: If a business is used as a vehicle for illegal activity by customers, it faces the risk of fines,
penalties, injunctions and even forced discontinuance of operations.

Financial risk: If a business does not adequately identify and verify customers, it may run the risk
of unwittingly allowing a customer to pose as someone they are not. The consequences of this may
be far reaching. If a business does not know the true identity of its customers, it will also be difficult
to retrieve money that the customer owes.

CUSTOMER DUE DILIGENCE & KNOW YOUR CUSTOMER

CDD is closely associated with the fight against money-laundering. Supervisors around the world
are increasingly recognizing the importance of ensuring that their financial institutions have
adequate controls and procedures in place so that they know the customers with whom they are
dealing. Adequate due diligence on new and existing customers is a key part of these controls.
Without this due diligence, financial institutions can be exposed to reputational, operational, legal
and financial risks.

It is policy of SE that:

e Prior to establishing a relationship with a new customer, basic background information
about the customer should be obtained, in particular, information related with customer’s
business and source/ utilization of funds.

e Prior to establishing relationships with financial institutions or agents, appropriate steps
must be taken to confirm the identity, integrity and due diligence procedures of those
representatives or agents and, where necessary, the identities of underlying clients.

e The underlying beneficial ownership of all companies and other legal entities with which SE
conduct business must be established, including the beneficial ownership of all funds or
other properties that are handled by the SE.



e All new relationships should be filtered through automated solution for possible name
matching with individuals / entities appearing on various negative lists maintained by SE.
In case of exact match, relationship should be discontinued.

e SE shall reject the account opening application in case the applicants name is found in
OFAC’s (Office of Foreign Asset Control) specially designated persons or blocked person list
maintained by the U.S department of the Treasury (www.treasury.gov)

Know Your Customer

The inadequacy or absence of KYC standards can subject SE’s to serious customer and counterparty
risks, especially reputational, operational, Legal and concentration risks. It is worth noting that all
these risks are interrelated. However, any one of them can result in significant financial cost to SE,
along with considerable management time and energy to resolving problems that arise.

Effectively devised KYC policy is the most important defense against the money launderers. While
fulfilling legal requirements, the contents of regulatory requirements should be kept in view before
establishing a customer/account opening relationship.

Procedures

The knowledge of the customer base and business operations will also help SE as under:
a) Detect suspicious activity in a timely manner.
b) Promote compliance with all brokerage laws.
c) Promote safe and sound brokerage practices.
d) Minimize the risk of brokerage channels being used for illicit activities.
e) Protect SE reputation & image.
f) Bolster confidence among its customers, other brokerage houses, and brokerage regulators.
g) Protect SE against negative legal consequences related to cooperating with entities

supporting terrorism.

SE would not do business with;

e Individuals / entities subject to UN sanctions

e Individuals / entities under OFAC or local country sanctions as applicable

¢ Unauthorized money changers/prize bond dealers

e Anonymous customers

e Customers hiding beneficial ownership of the account

e C(lient or business segment black listed by brokerage house, SE or by the Regulators.

e Shell Banks & off shore corporate clients.

e Fund, investment manager, fund custodian or institution that operates omnibus accounts.
¢ Government officials willing to open government’s accounts in their personal names.

SE shall conduct enhanced due diligence procedures before establishing relationships with the
following High Risks Customers;

e Trusts, NGOs, NPOs, Foundations, Welfare Association, Religious Entities, Club,
Societies,

¢ Authorized Money Exchange Cos., Controversial entity, Jewelers, Arms Dealers.

e DPolitically Exposed Persons (PEPs)

¢ Any individual or entity that has caused or has been related to a credit, operational or
reputational loss to SE

e Accounts of foreign nationals belonging to sanctioned countries

¢ Walk in customers

¢ Non- resident customers



Any customer relationship where the customer's conduct gives the SE reasonable cause to believe
or suspect involvement with illegal activities is required to be reported to the Regulators or
relevant authorities.

Beneficial Ownership of Legal Persons and Legal Arrangements

1. Where the customer is a legal person, in addition to other measures, SE shall:

a. Understand the nature of the customer’s business and its ownership and control
structure;

b. Identify and verify the identity of the natural persons (whether acting alone or
together) who ultimately own the legal person by obtaining relevant information
from the customer;

c. Where there is doubt under clause (b) as to whether the natural persons who
ultimately own the legal person are beneficial owners or where no natural persons
ultimately own the legal person, identify the natural persons (if any) who ultimately
control the legal person or have ultimate effective control of the legal person; and

d. Where no natural persons are identified under clause (b) or (c), identify the natural
persons having executive authority in the legal person, or in equivalent or similar
persons.

2. Where the customer is a legal arrangement, the regulated person shall:

a. For trusts, identify and verify the identity of the settlor, the trustee, the protector (if
any), the beneficiaries (including every beneficiary that falls within a designated
characteristic or class), and any natural person exercising ultimate ownership,
ultimate control or ultimate effective control over the trust (including through chain
of control or ownership); and

b. For other types of legal arrangements, identify and verify the identity of persons in
equivalent or similar positions, as those described under clause (a).

Politically Exposed Persons (PEPS)

1. In relations to foreign and domestic PEPs, SE shall implement appropriate internal risk
management systems, policies, procedures and controls to determine if any customer or a
beneficial owner is a PEP.

2. In case of foreign PEPs, SE shall perform EDD measures, but not limited to:

a. Obtain approval from CEO of SE to establish or continue business relations with such
customers.

b. Establish, by appropriate means, the sources of wealth and/or funds or beneficial
ownership of funds, as appropriate; including SE management’s own assessment to
this effect; and

c. Conduct during the course of business relations, enhanced monitoring of business
relations with the customer.

3. In case of domestic PEPs, where business relationship poses higher risk, SE shall carry out
EDD in accordance with clause (2) sub-clauses (a), (b) and (c).

4. The requirements of clauses (2) and (3) are also applicable on family members and close
associates of foreign and domestic PEPs.

Simplified Due Diligence

1. Where low risk is identified through adequate analysis of risk or where adequate checks and
controls exist, SE shall apply simplified or reduced Customer Due Diligence / Know Your
Customer measures.

2. The decision to rate a customer as low risk shall be justified in writing and low risk cases
may include but are not limited to the following:

a. Regulated person and banks, provided they are subject to requirements to combat



money laundering and terrorist financing consistent with the FATF
recommendations and are supervised for compliance with those requirements;
Public listed companies that are subject to regulatory disclosure requirements to
ensure adequate transparency of beneficial ownership;

Insurance policies for pension schemes if there is no early surrender option and the
policy cannot be used as collateral;

Life insurance policies where the premium is low i.e. an annual premium of less than
Rs.100,000 or a single premium of less than Rs.250,000;

Group insurance policies;

Pension superannuation or similar scheme that provides retirement benefits to
employees, where contributions are made by way of deduction from wages, and the
scheme rules do not permit the assignment of a member’s interest under the scheme;
and

Financial products or services that provide appropriately defined and limited
services to certain types of customers, so as to increase access for financial inclusion
purposes.

3. Subject to clause (2), low risk for Simplified Due Diligence measures are limited to the

following;:
a. Reducing the frequency of customer identification updates;
b. Reducing the degree of on-going monitoring and scrutinizing transactions, based on
a reasonable monetary threshold; and
c. Not collecting specific information or carrying out specific measures to understand

the purpose and intended nature of the business relationship, but inferring the
purpose and nature from the type of transaction or business relationship established:

Provided that Simplified CDD measures are not acceptable whenever there is a suspicion of
money laundering or terrorist financing, or where specific higher-risk scenarios apply.

Reliance on Third Parties

1. SE shall rely on third party to conduct CDD on its behalf provided that SE shall:

a.

d.

Obtain immediately, the necessary information relating to identification of the
customer, identification of the beneficial owner and/or the nature of the business of
the customer;

Take steps to satisfy itself that copies of identification data and other relevant
documentation relating to CDD requirements will be made available from the third
party upon request without delay;

Satisfy itself that the third party is regulated and supervised or monitored for, and
has measures in place for compliance with, CDD and record-keeping requirements in
line with these regulations;

Maintain data / information confidentiality and non-disclosure agreement with the
third party.

2.  When determining in which countries the third party that meets the conditions can be based,
SE must regard information available on the level of country risk.
3. If SE relies on third party that is part of the financial group to which SE belongs, then:

a.

b.

The group should apply CDD and record keeping requirements and programmes
against money laundering and terrorist financing, in accordance with these
regulations; and

Any higher country risk should be adequately mitigated by the group’s AML/CFT
policies.

4. SE shall be responsible for ongoing monitoring of its customers and notwithstanding the
reliance upon a third party, the regulated person shall ultimately remain responsible for its
AML/CFT obligations and shall carry out on-going monitoring of customer itself.



PROCEDURES FOR DOCUMENTATION & VERIFICATION OF
LOW RISK CUSTOMER

Documentation

Type of Customer Information/Documents
Individual/Sole Name
Proprietorship Father Name

Address

Telephone Number

Copy of CNIC or Passport

Source of income

Business/Employment proof

Partnership Account Name of partnership and Partners

Father’s name of partners

Address

Telephone No.

Copies of CNIC of all the partners

Copies of latest financials of partnership

Joint Stock Companies Name of Companies and its Directors

Registered Address

Telephone number

Copies of CNIC of all Directors

Audited Accounts of the company

Memorandum and Articles of Association

Board Resolution

Trust Copy of CNIC of all the Trustees

Certified Copy of Trust Deeds

Trustee/ Governing Body Resolution

Copy of Latest Financials of the Trust




Documentation for Investors who can’t sign or have unsuitable signatures

Investors who cannot sign or have unstable signatures shall be required to submit two recent
passport size photographs and Thumb impression on the Account Opening form attested by the
Branch Manager of the Bank where the investor maintains an account.

Sending Account Statement

After opening of a new account, the Transfer Agent sends an Account Statement to the investor
through a registered post/ courier on his/her postal address in order to notify the investor of
their account status and to confirm the address of the investor.

Steps for Enhanced Due Diligence

Enhanced due diligence (EDD) for higher-risk customers is especially critical in understanding
their anticipated transactions and implementing suspicious activity monitoring system that
reduces the SE reputation, compliance, and transaction risks.

SE determines if a customer possess a higher risk because of the customer’s business activity,
ownership structure, anticipated or actual volume and types of transactions, including those
transactions involving higher risk jurisdictions.

I.  Request for further documentation/ Information
II.  Review of the documents/ Information
III.  Approval for Account opening of the higher risk customers.

When the SE is not able to satisfactorily complete required CDD/KYC measures, account opening
applications are rejected; business relationships are not established/ terminated and business
transaction are not carried out.

MONITORING AND REPORTING OF SUSPICIOUS
TRANSACTION/ACTIVITY

In case where the SE is not able to satisfactorily complete required CDD/KYC measures, accounts
are not opened; business relationships are not established/ terminated and business transaction
are not carried out. Instead reporting of suspicious transaction may be considered as outlined
later in this document.

All personnel are diligent in monitoring for any unusual or suspicious transactions/activity
based on the relevant criteria applicable.

Suspicious Transactions

The following are examples of potential suspicious transactions for both money laundering and
terrorist financing. The lists of situations given below are intended mainly as a means of
highlighting the basic ways in which money may be laundered. These lists are not all-inclusive

While each situation may not be sufficient to suggest that money laundering or a criminal activity is
taking place, a combination of such situations may be indicative of such a transaction. A customers
declaration regarding the background of such transaction shall be checked for plausibility. Closer
scrutiny shall help to determine whether the activity is suspicious or one for which there does not
appear to be a reasonable business or legal purpose.

It is justifiable to suspect any customer who is reluctant to provide normal information and
documents required routinely by the financial institutions in the course of the business relationship.
The SE will pay attention to customers who provide minimal, false or misleading information or,
when applying to open an account, provide information that is difficult or expensive to verify.



I.  Transaction which do not make economical sense
II.  Transaction inconsistent with the customer’s business
III.  Transactions involving transfers to and from abroad
IV.  Transactions involving structuring to avoid reporting or identification requirement

Potential Indicators of Money Laundering/Terrorist Financing

The following examples of potentially suspicious activity that may involve money laundering or
terrorist financing threat are primarily based on guidance note provided by the FATF in the name
of "Guidance for Financial Institutions in Detecting Terrorist Financing". FATF is an
intergovernmental body whose purpose is the development and promotion of policies, both at
national and international levels, to combat money laundering and terrorist financing.

I.  Activities inconsistent with the customer business
II.  Fund Transfers
III.  Other transactions that appears unusual or suspicious

Reporting of Suspicious Transaction
It is a Policy of SE:

e To remain vigilant on unusual or suspicious transactions or other activities that appear not to
make good business or economic sense, or activities that appear to be inconsistent with the
given profile of the customer, including activities that may be indicative of criminal conduct,
terrorism or corruption.

e To act competently and honestly when assessing information and circumstances that might
give reasonable grounds to suspect Money Laundering (ML) or Terror Financing(TF).

e To co-operate with law enforcement authorities in investigations concerning possible ML or
TF within the confines of applicable laws.

e Not to alert or provide any information to any person regarding suspicion or inquiry on his
or her account or transactional activities or any indication of being reported to the
Regulators.

Training

Training on anti-money laundering is provided to those new employees who work directly with
customers and to those employees who work in other areas that may be exposed to money
laundering and terrorist financing threats. Follow-up trainings also take place once a year.

Non Compliance with SE’S AML/CDD/CFT Policy

Failure to abide by the Policy set by SE to prevent money laundering and terrorist financing will be
treated as a disciplinary issue. Any deliberate breach will be viewed as severe misconduct. Such
cases will be referred to HR for onward initiation of disciplinary action that could lead to
termination of employment and could also result in criminal prosecution and imprisonment for the
concerned staff member

RECORD RETENTION
It is policy of SE:

e To retain identification and transaction documentation for the minimum period as required
by applicable Laws and Regulations.

e To retain records of all suspicious activity reports made by Compliance department to
Regulators for an indefinite period unless advised by the Regulator otherwise.



To be in a position to retrieve, in a timely fashion, records that are required by law
enforcement agencies as part of their investigations.

To keep records of KYC, CDD, AML/CFT training provided to the employees, nature of the training
and the names of staff who received such training.

ACCOUNTABILITIES AND RESPONSIBILITIES

The Board is Responsible for:

Ensuring that adequate systems and controls are in place to deter and recognize criminal
activity, money laundering and terrorist financing.

Seeking compliance reports including coverage of AML/CFT issues) on quarterly basis and
taking necessary decisions required to protect SE from use by criminals for ML & TF
activities.

The Oversight of the adequacy of systems and controls that are in place to deter and
recognize criminal activity, money laundering and terrorist financing.

Management is Responsible for:

Ensuring that AML/CDD/CFT policy is implemented in letter and spirit.

All Employees are Responsible for:

Remaining vigilant to the possibility of money laundering / terrorist financing through use
of SE’s products and services.

Complying with all AML/CFT policies and procedures in respect of customer identification,
account monitoring, record keeping and reporting.

Promptly reporting to CO where they have knowledge or grounds to suspect a criminal
activity or where they have suspicion of money laundering or terrorist financing whether or
not they are engaged in AML / CFT monitoring activities.

Understanding SE’s Policy and Procedures on AML/CDD/CFT and to sign-off on the
require Form.

Employees who violate any of the Regulations or the SE’'s AML/CDD/CFT policies and
procedures will be subject to disciplinary action.

Risk Assessment and Applying a Risk Based Approach

(Please refer to Annex 1 for Risk Assessment Tables)

Risk Assessment and Applying a Risk Based Approach

SE will develop an appropriate Risk Based Approach (‘RBA’) and apply the RBA on a group-
wide basis, where appropriate. As a part of the RBA, SE shall:
o Identify ML/ TF risks relevant to them;
o Assess ML/ TF risks in relation to-
* Customers (including beneficial owners);
* Country or geographic area in which its customers reside or operate and
where the SE operates;
* Products, services and transactions that SE offers; and
* Delivery channels.
o Design and implement policies, controls and procedures approved by its Board of
Directors;
o Monitor and evaluate the implementation of mitigating controls;



o Keep their risk assessments current through ongoing reviews;
o Document the RBA including implementation and monitoring procedures and
updates to the RBA; and
o Have appropriate mechanisms to provide risk assessment information to the
Commission.
Under the RBA, where there are higher risks, SE will take enhanced measures to manage and
mitigate those risks; and correspondingly, where the risks are lower, simplified measures
may be taken. However, simplified measures are not taken whenever there is a suspicion of
ML/TE. In the case of some very high-risk situations or situations which are outside the SE’s
risk tolerance, SE may decide not to take on the customer, or to exit from the relationship.

In view of the fact that the nature of the TF differs from that of ML, the risk assessment must
also include an analysis of the vulnerabilities of TF. Many of the CFT measures entities have
in place will overlap with their AML measures. These may cover, for example, risk
assessment, CDD checks, transaction monitoring, escalation of suspicions and liaison
relationships with the authorities. The guidance provided in these guidelines, therefore,
applies to CFT as it does to AML, even where it is not explicitly mentioned.
The process of ML/ TF risk assessment has four stages:

o Identifying the area of the business operations susceptible to ML/ TF;

o Conducting an analysis in order to assess the likelihood and impact of ML/ TF;

o Managing the risks; and

o Regular monitoring and review of those risks.

Identification, Assessment and Understanding Risks

The first step in assessing ML/TF risk is to identify the risk categories, i.e. customers,
countries or geographical locations, products, services, transactions and delivery channels.
Depending on the specificity of the operations, other categories could be considered to
identify all segments for which ML/ TF risk may emerge. The significance of different risk
categories may vary from institution to institution, i.e. SE may decide that some risk
categories are more important to it than others.

In the second stage, the ML/TF risks that can be encountered by SE need to be assessed,
analyzed as a combination of the likelihood that the risks will occur and the impact of cost or
damages if the risks occur. This impact can consist of financial loss to SE from the crime,
monitory penalties from regulatory authorities or the process of enhanced mitigation
measures. It can also include reputational damages to the business or the entity itself. The
analysis of certain risk categories and their combination is specific for each client so that the
conclusion on the total risk level must be based on the relevant information available.

For the analysis, SE will identify the likelihood that these types or categories of risk will be
misused for ML and/or for TF purposes. This likelihood is for instance high, if it can occur
several times per year, moderate if it can occur two to three per year and low if it is unlikely,
but not possible. In assessing the impact, SE will, for instance, look at the financial damage
by the crime itself or from regulatory sanctions or reputational damages that can be caused.
The impact can vary from low if there is only short-term or there are low-cost consequences,
to high when there is cost inducing long-term consequences, affecting the proper functioning
of the institution.

The following is an example of a likelihood scale with 3 risk ratings as an example.

Consequence Scale Low Moderate High




Almost Certain Moderate Moderate High

Possible Moderate Moderate High

Unlikely Low Moderate Moderate

o SE will allow for the different situations that currently arise in their business or are likely to
arise in the near future. For instance, risk assessment should consider the impact of new
products, services or customer types, as well as new technology. In addition, ML /TF risks
will often operate together and represent higher risks in combination. Potential ways to
assess risk include but are not limited to:

How likely an event is;
Consequence of that event;
Vulnerability, threat and impact;

O O O O

The effect of uncertainty on an event;

e The assessment of risk will be informed, logical and clearly recorded. For instance, if SE has
identified gatekeepers as presenting higher inherent risk in relation to the delivery of a
product, the risk assessment should indicate how SE has arrived at this rating (domestic
guidance, case studies, direct experience).

Risk Assessment (lower complexity)

In line with this guidance, SE may assess risk by only considering the likelihood of ML/ TF activity.
This assessment will involve considering each risk factor that have been identified, combined with
business experience and information published by the Commission and international organizations
such as the FATF. The likelihood rating could correspond to:

e Unlikely - There is a small chance of ML/ FT occurring in this area of the business;

e DPossible - There is a moderate chance of ML/FT occurring in this area of the business;

e Almost Certain - There is a high chance of ML/FT occurring in this area of the business

Risk Assessment (moderate complexity)

If SE has identified that one of its products is vulnerable to ML/ TF and SE assesses that the
likelihood of this product being used in ML/ TF activity is probable and SE judge the impact of the
identified risk happening in terms of financial loss then the consequence is assessed as moderate.

Cross-referencing possible with moderate risk results in a final inherent risk rating of moderate. The
program should then address this moderate risk with appropriate control measures. SE will
undertake this exercise with each of the identified risks.

Risk Assessment (higher complexity)

SE could assess risk likelihood in terms of threat and vulnerability. If SE consider domestic tax
evasion criminals as the threat, and accounts dealing with cash payments as the vulnerability, then
depending on the risk assessment method this could result in an inherent risk rating of almost
certain. SE may then assess the impact of this event on the business and the wider environment.
Determining the impact of ML/ TF activity can be challenging but can also help focus AML/CFT
resources in a more effective and targeted manner. When determining impact, SE may consider a
number of factors, including:

e Nature and size of business (domestic and international);

e Economic impact and financial repercussions;



e Potential financial and reputational consequences;
e Terrorism-related impacts;

e Wider criminal activity and social harm;

e Political impact;

¢ Negative media.

Applying the Risk Assessment

The risk assessment should help rank and prioritize risks and provide a framework to manage those
risks.

The assessment should help in determining suspicion and consequently assist in the decision to
submit an STR to the FMU. SE will submit an STR to the FMU if it think activities or transactions are
suspicious. For instance, RPs may consider unexpected international activity of a domestic-based
customer unusual, especially if it involves a high-risk jurisdiction, and submit an STR.

SE will conduct ongoing CDD. The risk assessment will help target and prioritize the resources
needed for ongoing CDD. For instance, SE may undertake ongoing CDD on high-risk customers on a
more regular basis than on lower-risk customers.

SE will undertake account monitoring. The risk assessment will help SE design the triggers, red flags
and scenarios that can form part of account monitoring. The activity of a high-risk customer in a
high-risk jurisdiction (as identified in the risk assessment) be subject to more frequent and in-depth
scrutiny.

New and Developing Technologies and Products

New and developing technologies and products can present unknown ML/TF risks and
vulnerabilities. In addition, new methods of delivery may be able to bypass existing AML/CFT
measures to allow anonymity and disguise beneficial ownership. The risk assessment will consider
whether the business is, or may be, exposed to customers involved in new and developing
technologies and products. The program shall detail the procedures, policies and controls that SE
will implement for this type of customer and technology.

Material Changes and Risk Assessment

The risk assessment should adapt when there is a material change in the nature and purpose of the
business or relationship with a customer. A material change could present an increase, or decrease,
in ML/ TF risk.

Material change could include circumstances where SE introduce new products or services or have
customers (or their beneficial owner) based in new jurisdictions. Material change can include when
SE start using new methods of delivering services or have new corporate or organizational
structures. It could result from deciding to outsource CDD functions or changing your processes for
dealing with PEPs. In these circumstances, SE may refresh the risk assessment.

SE will document their risk assessment in order to be able to demonstrate their allocation of
compliance resources. An effective risk assessment is an ongoing process. Risk levels may change as
new products are offered, as new markets are entered, as high-risk customers open or close accounts,
or as the products, services, policies, and procedures change. SE will therefore update its risk
assessment every 12 to 18 months to take account of these changes. SE will also have appropriate
mechanisms to provide risk assessment information to the Commission, if required.

Risk Classification Factors

Below are some examples that can be helpful indicators of risk factors/indicators that may be



considered while assessing the ML/ TF risks for different risk categories relating to types of
customers, countries or geographic areas, and particular products, services, transactions or delivery
channels.

High-Risk Classification Factors

Customer risk factors:
SE will describe all types or categories of customers that it provides business to and should
make an estimate of the likelihood that these types or categories of customers will misuse the
SE for ML or TF, and the consequent impact if indeed that occurs. Risk factors that may be
relevant when considering the risk associated with a customer or a customer’s beneficial
owner’s business include:

o The business relationship is conducted in unusual circumstances (e.g. significant

unexplained geographic distance between the RP and the customer).

Non-resident customers.

Legal persons or arrangements

Companies that have nominee shareholders.

Business that is cash-intensive.

O O O O O

The ownership structure of the customer appears unusual or excessively complex

given the nature of the customer’s business such as having many layers of shares

registered in the name of other legal persons;

Politically exposed persons

shell companies, especially in cases where there is foreign ownership which is spread

across jurisdictions;

o trusts and other legal arrangements which enable a separation of legal ownership
and beneficial ownership of assets.

o Requested/Applied quantum of business does not match with the

profile/ particulars of client

real estate dealers,

dealers in precious metal and stones, and

lawyers/notaries

Scenarios of Customer Types

Small and Medium Sized Enterprises:
Small and medium business enterprise customers usually entail domestic companies with simple

ownership structures. Most of these businesses deal with cash and multiple persons that can act on its
behalf. The likelihood that funds deposited are from an illegitimate source is HIGH, since it can’t be
easily be identified and can have a major impact on a large number of SMEE customers. Thus, the risk
assessment and risk rating result is HIGH.

International corporations:
International corporate customers have complex ownership structures with foreign beneficial
ownership (often). Although there are only a few of those customers, it is often the case that most are
located in offshore locations. The likelihood of Money Laundering is High because of the limited
number of customers of this type and the beneficial ownership could be questionable, with two criteria
that in this scenario result in a possible risk impact of moderate and a moderate risk assessment.

These descriptions will be analyzed as per bellow table:

Customer Type Likelihood Impact Risk Analysis
Retail Customer/ Sole Proprietor Moderate Moderate Moderate



NGO/NPO

International Corporation

PEP

_ Moderate Moderate

Company Listed on Stock Exchange Low Low Low

Note: The above risk analysis is a general one for types or categories of customers. It is the starting

point for the risk classification of an individual customer. Based on the circumstances of an

individual customer, such as its background or information provided, the risk classification of an

individual customer can be adjusted. Based on that individual risk classification, customer due

diligence measures would be applied.

Country or geographic risk factors:
Country or geographical risk may arise because of the location of a customer, the origin of a

destination of transactions of the customer.

The factors that may indicate a high risk are as follow:

o

Countries identified by credible sources, such as mutual evaluation or detailed
assessment reports or published follow-up reports by international bodies such as
the FATF, as not having adequate AML/CFT systems.

Countries subject to sanctions, embargos or similar measures issued by, for example,
the United Nations.

Countries identified by credible sources as having significant levels of corruption or
other criminal activity.

Countries or geographic areas identified by credible sources as providing funding or
support for terrorist activities, or that have designated terrorist organizations
operating within their country.

Jurisdictions in which the customer and beneficial owner are based;

Jurisdictions that are the customer's and beneficial owner's main places of business.

Product, service, transaction or delivery channel risk factors:

A comprehensive ML/TF risk assessment must take into account the potential risks arising

from the products, services, and transactions that the SE offers to its customers and the way

these products and services are delivered. In identifying the risks of products, services, and
transactions, the following factors should be considered:

o

o
o
O

Anonymous transactions (which may include cash).

Non-face-to-face business relationships or transactions.

Payments received from unknown or un-associated third parties.

The surrender of single premium life products or other investment-linked insurance
products with a surrender value.

International transactions, or involve high volumes of currency (or currency
equivalent) transactions

New or innovative products or services that are not provided directly by the SE, but
are provided through channels of the institution;

Products that involve large payment or receipt in cash; and

One-off transactions.

To what extent is the transaction complex and does it involve multiple parties or
multiple jurisdictions.

Any introducers or intermediaries the firm might use and the nature of their
relationship with the RP.

Is the customer physically present for identification purposes? If they are not, has the
firm used a reliable form of non-face-to-face CDD? Has it taken steps to prevent



impersonation or identity fraud?

o Has the customer been introduced by another part of the same financial group and, if
so, to what extent can the firm rely on this introduction as reassurance that the
customer will not expose the firm to excessive ML/TF risk? What has the firm done
to satisfy itself that the group entity applies CDD measures?

o Has the customer been introduced by a third party, for example, a Financial
Institution that is not part of the same group, and is the third party a financial
institution or is its main business activity unrelated to financial service provision?
What has the firm done to be satisfied that:

o The third party applies CDD measures and keeps records to standards and that it is
supervised for compliance with comparable AML/CFT obligations;

Low Risk Classification Factors

Customer risk factors:
A customer that satisfies the requirements under regulation 11 (2) (a) and (b) of the SECP

AML/CFT Regulations.

Product, service, transaction or delivery channel risk factors:
The product, service, transaction or delivery channel that satisfy the requirement under

regulation 11(2) (c) to (g) of the SECP AML/CFT Regulations

Country risk factors:
o Countries identified by credible sources, such as mutual evaluation or detailed
assessment reports, as having effective AML/CFT systems.
o Countries identified by credible sources as having a low level of corruption or other
criminal activity.

In making a risk assessment, SE will, when appropriate, also take into account possible variations in
ML/ TF risk between different regions or areas within a country.

These descriptions will be analyzed as per below table:

. P Risk
Transaction Type Likelihood Impact Analysis

- Moderate Moderate

Bank Transfer Moderate Moderate Moderate

Intermediaries

Online Transaction

Risk Matrix

In assessing the risk of money laundering and terrorism financing, SE will establish whether all
identified categories of risks pose a low, moderate, high or unacceptable risk to the business
operations. SE will review different factors, e.g.,, number and scope of transactions, geographical
location, and nature of the business relationship. In doing so, the SE will also review the differences
in the manner in which the SE establishes and maintains a business relationship with a customer
(e.g., direct contact or non-face-to-face). The geographical risk will be seen in correlation with other
risk factors in order to come up with an assessment of the total money laundering and terrorism
financing risk.

SE will use a risk matrix as a method of assessing risk in order to identify the types or categories of
customers that are in the low-risk category, those that carry somewhat higher, but still acceptable
risk, and those that carry a high or unacceptable risk of money laundering and terrorism financing.
In classifying the risk, the RPs take into account its specificities, may also define additional levels of



ML/ TF risk.

The development of a risk matrix may include the consideration of a wide range of risk categories,
such as the products and services offered by the SE, the customers to whom the products and
services are offered, the SE’s size and organizational structure, etc.

SE has developed their own risk matrix based on their own risk analysis as per following table:

. .. Online Domestic Deposit or Life Securities
Customer Transaction Intermediaries "
Transactions Transfers Investment Insurance Account
lomEEie ezl Moderate Moderate Moderate Moderate Low Low
Customer
Sn NS Moderate Moderate
Customers
Sl Lmstinegs Moderate Moderate Moderate
Customer
Intemathnal Moderate Moderate Moderate Moderate
Corporation
Company Listed on
Moderate Moderate Low Moderate Low Low
Stock Exchange
PEP Moderate Moderate Moderate
AT Eund Moderate Moderate
Transactions

Risk Management

Risk Mitigation
e SE keep appropriate policies, procedures and controls that enable it to manage and mitigate
effectively the inherent risks that they have identified, including the national risks. It will
monitor the implementation of those controls and enhance those, if necessary. The policies,
controls and procedures should be approved by senior management, and the measures
taken to manage and mitigate the risks (whether higher or lower) must be consistent with
legal and regulatory requirements.
e The nature and extent of AML/CFT controls will depend on a number of aspects, which
include:
o The nature, scale and complexity of the SE’s business
o Diversity, including geographical diversity of the SE’s operations
o Se’s customer, product and activity profile
o Volume and size of transactions
o Extent of reliance or dealing through third parties or intermediaries.
e Some of the risk mitigation measures that SE will consider include:
o determining the scope of the identification and verification requirements or ongoing
monitoring based on the risks posed by particular customers;
o setting transaction limits for higher-risk customers or products;
o requiring senior management approval for higher-risk transactions, including those
involving PEPs;
o determining the circumstances under which SE may refuse to take on or
terminate/cease high risk customers/products or services;
o Determining the circumstances requiring senior management approval (e.g. high risk
or large transactions, when establishing relationship with high risk customers such as
PEPs).



Evaluating Residual Risk and Comparing with the Risk Tolerance

e Subsequent to establishing the risk mitigation measures, SE will evaluate their residual risk,
the risk remaining after taking into consideration the risk mitigation measures and controls.
Residual risks should be in line with the SE’s overall risk tolerance.

e  Where the SE finds that the level of residual risk exceeds its risk tolerance, or that its risk
mitigation measures do not adequately mitigate high-risks, SE will enhance the risk
mitigation measures that are in place.

NATIONAL RISK ASSESSMENT REPORT ON MONEY
LAUNDERING AND TERRORIST FINANCING - 2019

Security Exchange commission of Pakistan has prepared the “ Updated National Risk Assessment
Report on Money Laundering and Terrorist Financing - 2019”, the concerned portion related to
Security Brokers is attached as Annexure 5 for reference and record. Complete details about the
brokers, clients and matters pertaining to ML & TF are provided in the document.

As directed by SECP, Schedule Reporting on “ Updated Internal Risk Assessment” in light of
‘National Risk Assessment 2019” and as per attached " Guidance Note Annexure 6’ covering all
aspects including transnational TF risk to be submitted as and when require by SECP (Security

Market Division).



Complete data would be prepared and updated on schedule basis as per following annexure and forwarded to PSX and
SECP as per requirement.

Preparing AML/CFT Risk Assessment

“Establish KYC-CDD and customer risk profiling prior to Risk Assessment process”

Step 1 - Identify Customer Risk

Customer Risk Type

Customer Type

Number of
Customers/Policyholders

Total Amount on
Deposit/Value of Trade (Buy
and Sale)/Gross Premium

Internal Risk Rating by RP

Total Number
Classified as

Total Number
Classified as

Total Number
Classified as

Low Risk Medium Risk High Risk
1. Natural Persons
Resident
Non-Resident
Total Natural Persons () 0.00 0 0

2. Legal Persons

Resident

Non-Resident

Total Legal Persons

0.00

Total Exposure

Step 2- Politically Exposed Persons and High Net worth Individuals

Politically Exposed Persons ('PEP’s), and or, High Net Worth Individuals

Customer Risk goliticalleExposed Perscfns god.on High Net Worth Individuals
Related Companies
Total Number Total Number
Type
Domestic PEP Foreign PEP Domestic Foreign
Product 1
Product 2
Product 3
Other (specify)
Total 0.00 0.00 0.00 0.00




Step 3 - Identify Risk by Product, Services and Transactions

Products and Services

Business Risk

Domestic

Foreign
Total Deposits/Securities With draw:‘;sISecurities Total Exposure/Value | Total Deposits/Securities With draw:;)st/a;ecurities Exposu:g;aJa Iue of
150 tssued (Gross remiam) ($01/Caims 8 Maturites |, FLET SR | e (Gros Promiam) | SO1/GRiMS & Maturis | customers Assets i
Number |Valuein Rs. Number Valuein Rs. (on cutoff date) Number | Value in Rs.| Numb Value in Rs. (on cutoff date)
Products and Services
Product 1
Product 2
Product-3
Product 4
Other (specify)
Other (specify)
Transactions
Customer Type 1
Customer Type 2
Customer Type 3
Customer Type 4
Other (specify)
Other (specify)
Total 0.00 0.00 0.00 0.00 0.00 0.00

Step 4- Identify Wire Transfer Activity

Type

Number of Incoming
Transfers over the Period

Total Value

Number of Outgoing
Transfers over the Period

Total Value

Wire Transfers (SWIFT)

Domestic Payments

Total

0.00

0.00

0.0d

0.00

Step 5 - Identify Customer Type by Geographic Location

Types of Customers

Number of Customers

Total Deposits/Value of
Trade/Gross Premium

Natural Persons

Of which, non-resident customers from 'High risk
Jurisdictions' as identified by the FATF

Of which, non-resident customers from 'High risk
Jurisdictions' as identified by the financial institutions

Legal Persons

Of which, non-resident customers from 'High risk
Jurisdictions' as identified by the FATF

Of which, non-resident customers from 'High risk
Jurisdictions' as identified by the financial institutions

Total

0.00

0.00




Step 6 - Develop Risk Likelihood Table

Type of Customer

Customer

Transaction

Geography

Rating: (High/ Moderate/Low)

Product Type

Customer

Transactions

Geography

S
Ratii

g (High/Moderate/Low)

Delivery Channels

Customer

Transactions

Geography

Rating (High/Moderate/Low)

Rating (High/Moderate/Low)

Customer Type

Product Type

Delivery Channels

‘Geography

Overall AML/CFT Risk Rating




Annexure 2

AML/CFT Compliance Assessment Checklist

|
Name of the Finendal lestution

Checkitst completed by (Name)

(Desigration)

Date

The AML / CFY Self-Assesament Checklist has been designed te provide a structured and comprehensive framework for

RFLs and thelr associated entities te OMuammulcrtnﬁtm RFls are advised to use this as
merq&WaMrMM/mm frequency and extent of such review should be

| commensurate with the risks of ML/TF and the size of the firm's business,
Note: This AML / CFT Self-Assessment Checklist is neither intended to, nor should be construed as, an exhaustive list of all
AML/CFT requirements,

RPs are required to assess thelr ML/ TF risk and then implement approgriste btenal polces,
procederes and controls to mitigete risks of MLTF,

Have you taken o account the folowing risk facioes when assessing your ewn ML/ TF rsk?
(8) Preduct [ service risk

() Dedivery / ds-t;t—bm dhanned rsk

(c) Customer risk l |
|() Country risk l |

l l

2 Ps are recquired to have effective controls to endure proper Implementation| of AMUCET policies
S— TR TR

iooe your ANLUCFT systend cover the following controls?

1

Tm Board of Directer and Senlor management oversight

(1) Have you sppolated an aggropeiate stall as a Complance Officer ('CO) 7

(1) Do you ensure that CO Is:

1. the focal polet for the oversight of alf activities relating Lo the prevention and detection
of MUTF

2 Idependent of 8l operational and business functions as far as practicable within any
constaint of sxe of your Institation

3. of 2 suficient level of seniority and authory within your Institution

4. provided with regular COa with and drect aCcess 1 senlor managemernt Lo ensure

that senioe 0 satisly itself that the statyl cbligations ae being met and
mcw:mmudl‘l{ﬁum mdrobum

5. fuby comversant in the satutory and reguistery requirements and MLU/TF risks arising
from your Dusiness

& apable of accessing oo & Umely basis al reguired avalable Information to undertake Its

rele




7. edulpped with suMce reseurces, ckading staff

& twirsesing your Mom's compliance with 1he reevant AML reguiremeses in Pakisias and
loverseas Dianches and suldiaries

() Acdit Aeswnian

(I} Have you etabiished an Independent sudl funiton?

(1) 3 yes, doss the functios reguarly review the AMLCFT systens 1o ensure affeciveness?

() 3T appropriste, hirve you SOUQM review assistance Mo exteinel sources regardiag yous
AMLICFT systems?

}{c) Stalf screening

lmmoommn.mmwmmmcmuhmuumu
ety of o oew enployee?

Dees pour i have cversess vanches and subsidary andetakigs?

D o Bave & groeg AML/'CFT policy to ensure that all oversess beascves 30d subsidlary

W«mmmwmmmmmmmrmm
0 &% under 1he ANL Regulations?

I yes, 18 Sech pelicy well coonvinaiicated wilie your groun?

the Caie where your oversess Dranches of sulsidary undentakings are unabdie 1o comphy with
ave mentioned policy due 10 ol Lews' feSNcions, have yiu dene the folowig?

Ja] infonn the SECP of such fallure

() Lake saditional messures 10 dfectively mitigate MLTF rsks faced by them

RPs are ms‘mumm
| Wﬂumnum unny

2E

Does your mmumnwmnummmmw
Mumm

D pou consider the fullowing risk faciers when determiaing the MLITF sk ratog of customers?

8} Country risk - Custemers with residesce in o cennection with the below high-risk jJunsdictions

(1} countries identified by the FATF &6 jurisdictions with strategic AMLCFT deflciencies

(1) Conalr bt Subject 1o Sanctions, embaigoes o Similar Mmelsures teued by emational
athorithes

(I} ceurtries wiich ane vulserable to toeroption

{lv) countries that are Debeves! o have strong Inks o Lerrorst activities

&mm‘wmummuummmnmcmm

{1} the pubdic prafile of the customes ndicating ivolvement sith, or Cosniection 1o, polbcsily
lexposed persens ["PEMN)

(1) comgdexity of the restionaiip, InSeding use of Corpieale Strudures, Luses and the wee of
rmmmmmm:msm legitimate Commercia’ rdtinalke




(1) reguest it use Neibered JLCOUNES Of Undue levels of seorecy with & Lransattion

(Iv) Invelvement in cash ntensive businesses

of
"‘MM 4:&% Business actvities genaating the fands/ assels, Taving regartd

(vl) thie soign of wealth (For high risk customes and PERS] of owaershig cannot be easily verified

1€} Prododty/service fisk - prododservice with the below faors might pretent & Mghe sk

(1] services that inhessly have provided more doonyity

(1) abibty e pool uedeiving Cstoeners Yunds

{4 Distreticn' delivery channeti

(1] & nen face So-face atcourtt opening appreach Is used

(1) Busingss Soid Booogh third paty apencies oo intermediaries

D ptes adiust yeur sk Sssessiment of customers Trom Sae Lo B o based upom nformation
fecefved fram a Competent suthirlly, sind review the extadt of the COO0 and Sngoing Montaing o
be apphed?

D wou mabitais ol records and relevant documedts of e above sk sasessimen™

U yes, are they abie Lo Jemovstrate Lo the SECP the following 7

{2} how you assess the aslome

) the eatene of COO sad 2ngoing monitadng s appreptiate base! on that custome's MLTF fisk

- ot ‘ u&mnmuvm&um-”

mmMMMMM?

() identify e Catooner 8ad wverify the Custemer’s identity waing relistie, Wdepandet soufie
[deCormnts, dats cr blermatios

() where there 5 & benefidal awnes in relalion to the Customer, ientify aad ke reasonabie
10 verfy the Seneloal swner's [detiy, Indedng b the case of 2 legal person o trust,
Wmm:wmmhmﬁb“mmdmumu

JC) ottain ioemation on ihe purpose ead Intended nature of the buiiness reationdship establshed
with you unkess the parpose and itended nature are obvious

{0 If @ persen PUIPOons b3 aCt on Dehall of the Custome

1] ermify the person and ke reasomalie measuts 1o werlfy (he person's entity using
[feliabie amd Independent source SoCUMEMS, Sata of Information

(1) weiify the person’s sutheety 1o a0 on behall of the Cutomer (&g, willten suthonty, board
|resokaten |

D poea apply CDD reduirements In the foliowing conditions?

2] at the cutset of & Dusiness relatiooabip

) whed you susgect that a tustemer & a Cuslonmers Joceunt S lnvalved o MUTF

(€} whent yono Soubl he veracly o adequacy of any Mfarmation previsusly ottained for the
of identtfying the custemer oe for the porpose of verlfying the ceomen’s entity

are recyiired to identify and take reasonable messures to vertly the ideatky of & beneficl

"W,

]




Whisn an individual i dentifed a8 & benelicisl omreer, S0yl obam e Following iden iloatos
i T

4] Fuil nasre

() Date of biets

) Mathonalry

i} Sdentity Gorumess bype and numises

Dhe o witly (e IOENDOTy oF beneficisl cwnems] with ressenalie messures, bised on s
Ehessmet of the HLTF risks, oo hat you kKisw whs e bensliisl swners] 57

G E:mwwmwm: the moveme

Wit & (i Sl PUIEOiS Lo &0t on behal of & Cunlome and b edisroed Lo glve srucbons for
the mcweimel of Tuics o G6sels, de pou 000N e idenlication Plermatien and take isasonsie
iivisdai i I ver Py Chee ifornsthon ODEEHed

Do pina clbbain P willlen Bobharicetsn Lo weilly that the indiddesl purportisg Lo repretent e
e bodTher B SulFoilned b G o

[ wina it @ Sreamined sppreach on cCokkiens where dificuities Pave bees entoustered ks
entifEng and venfybsy sqnatocies of Edhvduals Belng represented to congdy mith the (00
EquiFaTEET

OF s, o s et EPed Folowieg:

(] sdept on FHA Do sSdess wiel®er the Cislemer B & o jiok costionsr Bl that the sireamilned
spproach 1§ only applicable be these bow risk Cusbesreis

(oY obiaky & Sgiatory B, recoediesg the Admes of fe accouil slgnabivies, mhide desniie snd
Bother®y 10 &0 Baw Deis coiflivndd Oy & GEpErimil &F person wihibs thet aislheens whch B

independest L e perdens whose (denbtied ant bang vertfied

Im case of Sapiciord rathed in relation o By dooomeir in parferming CD0, heve veu ek
pradicsl e proportingle sepd to eitabiish shether O decument oFfered & gemibse, or has
Deen reportal &s losl o shalend (&g sesrch publicly Svailshile infoimation, aperosds raksvast
Bl esr L)

Hivwe LS i el ICOD aind Coedk kered inaking & Fepsit i th
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Tomimt &l ot Comifiwvesid (edudies) faii-residenb &8t the itterated porpeke dnd reason Toi
Openiesy Ui Soosunt o etabiishing the Datinets relatioshdpg, and recond she infensbon o the
s B BOOOURE OpeeniTeg SO Cu et T
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Do pins Slwiigs Covepditie e (00 prpos-is bihese snatiishicey Duslnsa relamienabps T B poo sheibys
coimgdils COD prooess before Eabishing & busined relateabip




I vioii &g unBlle W Commphebe s OD0 process, 06 youl afigare that e ridevant bushnes
relatienahipn musl sl be esablizhed bl s3se5s wieier this falure prowidis Groumds for
eyl g o Sesplciom of MLITE by sulenil & FEpt Lo Ehe FML S BooropiisbeT

O the (D0 geooid 1 ol complebed befoee istabilshing & bisined relatioaihip, mook] Bese be ai
B ExOiglke DEckin oy Bl wiilhs oinidhdientioey of thie Following:

(4] oy fisk of MLTF arising from the delered verillcation of the cuslome"s of Benefidal owiers
Keniity can be eifecdively massged.

[Erh I B Pet0Es S8y Nol B0 Ialermegd the reemel csurke of beliness wilh the cuslomes (..
BECifTeEs

LA SRS R
(e} varifcation |5 coenpleted 85 S0 af resdanaldy practhaable.

() phee Business relatisnshlp will be rerminated I wirilloetion snnol be oompheted & soom a5
reasirsby o B EblE.

yina Edioped SpprepriEie rBE manspement pollchs Bl prooedunes when & Cusbaimer B
W‘h erler inkd & bukksess relations iy prior b weriflossonr

O ik, o Dy eaiuiche B Tedbormdng ¥

o] estabbishing mefames for che complesien of e idesbity werilicenion rmedduns and that it ks
‘emerhed oul ad S0on i reasonsbly precioabde

(&) plerdng apgpropeiate bets on s number of rardedions Snd trpe oF rensscions Ul cae b
undertaken pesding werlostios

[} endaring Hhal funds e ol paid oul o sny thind paity

{d} oty relevent pelloes snd procedunes

Whiss LTSl & Dukbeed s relstonshis wheie laids of Othis Sisls Pl Did fBlivid, Idve

i s i tRie EvREWE Of Exdaling redieds of CuRloeTdis bE efdiig il the SfoeTnat o
DRLEInGD o i purpodis of comiplying wWith the AL reguireieils b - b -date Bt riivainl

mhin one of it foflowing Figper &wens PappenT

(&) when & Sgnifcest reessctbsn i b ke plais

(&) when & saslerisl change oofers in the by Pl CalBmers SOttt B birabsl

() whed veu are gmbie thal pou Sk sulMchent BSrmatien Ghoct the CuSbemer LelaiTibd

(] IT Mig B SlFET IFRpHEr Siird s a1 wod Cord e &nd deflised W wour golldes Gnd peoiiier,
pheste SERarEhe Marifely i Ehie il b

e all Bhgh -Flak Cusbomens Jubject 13 8 review of Ehelr prolile?

e L D T s et

O pon Buidie cidiloimiess widch aie naluisl peErsons?

Do e collierl the MdesnBieslion Ialsrmatien fei Cusheineis:

(1] Residenis

T W -resldends

(il Hon -reskienis. wid St dol Doy Eklally préden




[ pova Sicamenl B Infomation?

I yied, plesss provids a Ba of scoepeabie docornems that oo slstsin fe wirifving rishdeseisl
el (g utlity bils of bank seabernana], F e aveldance of doule, pleaie note Sooivdifeg
10 1P G bdebneg oa BHL aind CFT that certaks types of sdideess verifoatien should mst b
b sulficest, &.§. & podl oifice bow sdivess, for piraaitd Fekding b Pakistan of Ciporale
usbsmers reghtered andlor sperating b Pakistan.

[ chses whesie Cuanoimeers mdy sl B able 15 produce virifed evidesos of Asidentsl sddress
Tigve pou deplal anethve mithod and apeded thiss on & tek densihe haddd?

[ woia regquire Sddibosal ety |Information i be prostded or weiily edditons] aspicts ol
ity T iR cushornsr, o Bhie groda® of SEvice, B sssesesd b pretent & Bgher MLTF iskT
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Chs ‘e Pt Srobdaiiiies Bo ook Behibed ebch peErSvh & LSl 0D kSEnUlY thase wis BEve
uilEiErsbe: coqlEal oF mmdmmmmmmmr

D o Fuilly ussderstand the cusbemer's legsl Tormn, strudure snd cerershg, s obiaks
isfermatian on e natlng of 15 Boddnes, snd reasord Tor seskdng e produd oF sersloe mhies hie
TEased B Nl ok’

18 Corporation

Do pine B Codilomists wilch ang oorperatisna’

Dz wea btain the folomiesy inforrnaton &l wecificetkn Socumesss. in neletien 0 & ctoensr which
b B oL

For cornganies with erealiple layvers ® e owssrshis snetunes, & pou have &n understandiesy of
thie owsershis sind contred strackiing of e cemipasy and fully kentify the sbermedene Eyvess af

thie Loy

[ wina take further Freiunes, wiven e owmnership straciure of the comgany 1S o perded)
eomgdesmultl-layened withoul an olviees comenerolsl purpase, b verify the Beatity of B

el enefldal swiers?

e
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[ pova Peliipl Coliimiers wiich ane paitnershiss & unisrrpoated bedis?

(35 ping EAke rEASONBINE EddliEs B vwirly e ideakEy of the Beneflidal oweeis of the
AT Of wicoiperEled bodesT

Dy wine SBLEIN 1P (niformstion Sid verBcibon docomssms s Felation 1o M partmsership o
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Do g @lbaln e infivimation and serfloston doluveins 10 veirlfy the editenie hegel Morm Bed
pErtiis 1o & sty

Hres you Laken particular care in relathon i sl oeated & jorisdizions wheere there B 0o &
misdh Miivedy Wit legialatios?

e e “‘"‘"“'w“-‘-::’-
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#hh d, under & #Hﬂ'm-

Hied wied Ciwteduiind SO0 breitamd of fudl (D0 missures for viiwr Culbieisii?

Oh pima refrmin Troen sppleing SDD when vou susgen thel Pet Gustoees, s Cushieyssi's BOODul &
e Iraesactian B Imrokeed I8 MUTTE, o whies you deubt the vemady or sdegeacy of ey
infarTnation previzusly cbtained for Pee purgss of ideniifying or verilrieg the Culomer?

Before e boodiatien of SO0 on by of U clislives Bt b, Plvit you peifoimed checking o
mhElhdi [Py PieiaEl T Cribeita of g idacl vl (BRI YT

Fifs are required, in aey situation that by &S nature gresents & highe risk of MLTE to take

D onsl LAk addnonsl mesiores of enhesoid due diligence [EDDT whes thie tuslomes preenls &
higher risk of MLTF?

[ s, @0 ety Include thie Following s

{&] obisisdng sddiiosnsl Efermbtig o B Cotiondi &l opdalis) fere regulaily the usbwme
profiie indedng the KentiNoation G

(] obtaising sdftonal Information e s inlended natuie of the Butines relstosallp, e
oicE of waslt® snd sounoe of feads

[ obbalntsy the spproval of senfor masagernsnt b commmmnde or oeitinue the relatksnship

) e of 1P busbotss rebstions i, by inceasiig the ravber and
mwwﬂmuﬂu“ﬁ“m pamlerrs of Liansaclions el seed fuitle
Eraimbation.

Dux woin Socesd cusbemers thet ane nol physkaelly present for idesbflcabon purpddes [ open an
et ot

IF ik, Baawe i Rl BSdi0o0S] inilsures 10 COifpecsste for by Ml Sasaciatid with Cusbeimeis
no phegahcally pregant | L. Taoe W fefe) for Hlaifhcation e’

[ yes, o vy dofument sudh infermatios]

RPs ane reuilied be deteiming whelher & polential CsIomes, & Gitome of the benefasl owe &
& politcslly expesed persan (FEF) and o ﬂ#wﬂm




[z wengi e wisal & PEP [Forekan and demestc) B in yeur AMLICFT policies e proisdunes?

Hive yie estaldished snd msiniEing el polidvis Moy delerminisg wiheihen & Galnimer of
b Benefical owess of & cusomes |5 & PEP (Tersign amd domesic)?

IF ved, IS soresning and Sesrchis peifoemmed 1o detesming Il & Quateidr oF & Detdficlsl ownis of &

i lbsimed & & PEM (e.g. thirtogh coiminercialy reallable derabates, publcly resilabde Sources s
Pt | meda sebrches &)

Foreign PEPS

Doz poea ooyt EDD ai the culset of the Dutiess relstionshis and ongelng menioing shes &
Forekpy PEP B identiNed or suspeced?

Have you applied the Tolosisg 0D messures when you knows that @ parbiodan Cushomer of
Beriefcisl owier B & Forekps PEP (for both extiiimg & bl Dusinesd relatanshii

(a] obtaising sppioedll Brom your Sedil Enagement

) Limlieg resdanabie meidiores 6 edtablah thi cuktonier's or i el oweer's Sourts of
wislth and the souroe ol e hands

[} Epplying enhianoid Fnloing 1o e realiidiip in siidrdance with the Ebetied rihs

Have vouo performed & risk Esesmest For an indvidual known 1o be & doimestic PEP o debermise
mhidheer et |ndividual posds & higher risk of HLTFT

I vied mnd thie demesic PEP peaes & Rgher HLITF ek, hie o applliad E00 bl menkoing
Gpeidfhed s Guestion C 40 abee]

I vizs, P i retareid § Copp of Lhe Sdsesirnent fer related Sultimied, othis authorilic Bl
BTl B reeliweinl I dd s siienl wliidvis Coidiirs &5 Lo e sclvites of Lhe indbdal
BriaEl

For forekgn and demestc PEPS sasessed to present & higher risk, are iPsey subije® b & minleniam of
% Efinudl rewlew dnd enduce U OO0 fscmianies remneling up -to-Gale and rekevanl?

Hawe you used any Intermedias o perfomn any paet of your COD messures?

Wihiesn Irileimdieies | sl induding Mose 10 dersdsl sraajements il e KFL W ey ool 1S
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T e AL

() ey Bgriee B0 peerform e rode

) chey will prevvide without delsy & copy of any dooumest o record obtained & the coorse of
e rying oot e CDD messores o Behall of you upsn risgeesi,

Wi piis ok S interved ey, §ie yoo SetHNM Bl L had ddegelie proceduies n pleoe b
prEvenl MLTFF

Wi yig okt SwirSiid PRErTTeEAEs, it i SaTH e Ul i

(&) B regulied under he low of e jorisdition macemed 1o be reglstered of leended o &
reguisied under ife [y of Ehet jursdcion

(o) has Mekdered I Pace 1 erduie coimplants with reguiesreils




{c)kWhm anmmmumu
perfomms fusciions sivdler Lo these of any of the releves suthorities

I arder 10 eisure e compbance with the requirements set out above for Both domestic o
Overseas IMesnedianes, o0 pou take the folowing messures?

(2] review e Intermediany’'s AMLITFT pollcies sad procedures

(W) make enguinies cencerming 1he itermedarny’s ststure and reguiatony rack redord and the
0 which 3y group’s AML/CFT standards are applied and audited

D i lemediately (with a0 defay ) cbtain fram intermediaries the data of fermation that the
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(D poud CoBunt Sarmpde tests fram D (0 Dene 0 ensurs DD iformanon asd documeation is
roduted By the Intermedary upon demand and withod undoe delay?

Have you taken reasonable steps 1o review ntermedianies’ abiity te perfaom ks CDO whenever
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G Customers when igger events ooxu.

Have po perfoined COD maasures o your pie-existing Cuslomers when one of the folowing
igges evedts hagpei’?

Ifa] & assacnen tokes place with regard 1o the Customer, which S, try vittue of the 2MOWN of
natire of he FaadaXion, wiusudl o SEpitious; of B Icossistent mith your kaowiedge of the
Customer of the customir's Business of fisk roflle, o with yeur kaawledge of the sowce of the

[rustamer’s fusds

[} & matesial Change socurs In thee wiy' Is wiich e Costoaner’s lttedt K operated

) you suspect that the cuslomes or I Coitonner’'s 2Count i wolved In MUTF
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and varlfying the catomer's identity
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P are not abowed to mantain Swsymeus ACCHUS o aCCounss In oS nases for any new
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10 assess and this is
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Whiest you 30 your documetation for aesament o determination of jersdanonal equivalence,
g you take the following measures?

fa] make refereace Lo up Lo date and relevant idoemation
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(2] periedially review 10 ensure | remaling up-to-date and vabd
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&} monkdciig the aceivithes {Inciuding cash and noe- cash trandations ) of he Gstome 1o ensure
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) idenliying trlnssclions el Sre coergdlion, BRIt OF wieian] of palbeito of IFaihsctias et
e fe Sppliesd ecirestc of Beful porpoe s shich may indoate MLTF

Dz ins imeiiiiton the Rllowing arsdertios ndaiing o i cusboone’'s Sotivilles ahd

& s nadure sl Bype of transaction (&g sbnoimal sire of Freguency)

(o} thee darliivg o & Sdites of Mnsathong (&, & fanber of Coaih Sepidies)

e the Beresunl of sivy Erdisactions, paying pefticiler aibentan 1o ol sstial ireeasctisng

[l et girmnhical erigin/destiegtion of & sayreni of receipt

&) P Costoeeli s rTnal SCIVEY OF Bafibreer

Do pina regubaity idenmtily I the bidis oF the budlnets rdatond g dhanges fov Oualormeis wies the
odhomieng: Gocur ¥

(8] nem products o services that pose higher risk &re estered inks

(B nes Cofporshe & ush Snscluies are cresled

) e stabed arthdty o turmdser of & Gisborner chahjes of iInoesses

[ the matiire of ansactons change of the valume or SiEe Ncresses

{e] If tetre Sre ofser SlMuaHS, please Specify Gnd furifedr elabersle s the el Dex

Im thie case whens the bash of & Dudiness relaliorahip changes signifcestly, do you camy ol
Tuithes TOO procedures b ensune thal the HLTF sk & bakis of e ridatiosailp ane fully
e osd?

e oo edtaidishid prociiunes i Condelt 8 review of & Disieeds relaiionship spon the Ming of &
reparl 1o e FMU Snd de you ugSale e OO0 Information Hhresier?

8 s ke e of g Sl B 4 0 R st

vt i Laken ESdtonsl mesdoret mith Idenified Bgh ek builess melsbinships [ncudisg
PEP) In the Toren of mie inkenshve Shd fregquest modibsriag ¥

[ wisi, Pawak e Cowidied the Tolimiig.

[a) whelher Sdemuale pricedures of MENAGRMENL INTOTTEUGN SySled S h place b previse
relewiet sialf mith Umely isfermation that might incude any isfermation on sy connited
Biestls of relstionships

[&} how be monkor the seurces of Tunds, wesith and Incore fer filgher risk isiomerns and hom

By
b L ks e s e et B e i oy o s

Doy Emke info Booooed TP Molowisg fectees wien Conskiering DB Desl oreasunes Lo meilor
LT RAESCIONE B S i)

(&) bt dime Bl Commpleadly of B Budlnieks

(&) missssanenl of the MLTF ks drisiag feom B busineds

{] the nature of B3 Syilevd & conlsobl

[} the moankoning procedores Mol slready exien o saisfy oifer besiness nead

] e nature o Bhie prodocts and serviies (Including (he medng of Selvery OF OSTHTILITTECETE |

[m the case where raraetiionds see covrgdes, lanpe or uisoll, of paitemd of ansechiord mhich
hiEreie o3 Sppirent BOoisiTHE oF eful porpoke Sre Sebed, do ved exaiming thi Background snd
ok, sduditsg whene appropiste the Cnosvarbsoes of this ranasdion T

I yics, dre Ehis Peadliedd Bl ouilosimes of e exbmiaions propirly decuimented i welllng Snd
readily svellatle for e SECP, competent Sutferikes snd sudtersT




I ehie Case whens v P bées wnable b ssisfy thal a0y cash rareeXion o thind pamy ansher
propided by cusbsmens i3 reisonsbie and therelone consider 1 Segicions, di you mske &
Gipieiud Linfislotiog réped i the FAUT

RPs have 1o be sware of the scove and focus of relevaet Mnsscialitrade Shnctions regimes.

[ oot Pt prisCifiiiied Bl conlrobi & pleace B

(8] Ensung Pl fed pyissiils o OF oM & persdd o & REncions [He Sl sy affelt yoer
Bperalion s made

) SCieis gayEnenl nSeractens b endure thet propoesd Savimenls 0 ditiniated phithel undkei
sppliceble lams and reguiation &re ol made

0 e, dioist thils il

i riferiandd s & number of it FEve 1]
4] drawing a muﬂdﬁﬂﬂ“ yied appropilale §yELemd

() prodeduies B efdurt thal e sanciond I ubed for Soreenitg ane up by Sabe

Do e Rk i falbasalneg ertasiings o erdure fompliears with redévant regalations snd legislatisdn
il TFT

(&) understand the legal obligaions of yeor isstiution sl establah relevent policies and
fod= =

{rh endure relevant egal obigetiand e wll ol eraitad by S0IT and sdequite gubdasie and
Erinifng Gng prosed

[ dtieare the Syatems and eschanberd for idestifbostion of susplosis ransadion G TF &
wedl &4 HL

D i erdiinbais & catabiedes (inlemal of Prough & third perty sersiis provide ] of naved snd
ptCule of DiTaril Sodgeits Bl Sedignated parted which comsolidates e vaérkeud K e
el Eepaeny sk bt b D

IF e, Pt yons also Laken R fallzwing msasures in malstsiming the database?

{a) ensure il the relevest designations are induded In the databaze,

) Lt database & sulbdect (o timely update whenens these are chasges

() the daiabase & made esdlly acoesdhie by sta¥ for the porpede of identifring susphdous
17 B BT R

Do yima perfonmrn Compiehieid e sCroenisg of yoor comiplele dulloimer bid fo prevent TF and
¥

I el dois B incheds e folawing

{4} soeesing cuslemens sJalidl curreni ierortsl snd sanciiss deslgration st the establishment
off the relatisnship

o) SCreening el winr enting Clenl Dade, 85 4000 a8 prokoatile aifer new Lerrorsl el
Sarlion deslgnstion ae publishes by e SECP

D iy Sl erPanted Chidchs before estabishing & business relatioraRp oF pbliaing a
iraesacthsn i e sre drcumsbances ghding rise bs & TF sisphcon T

D v Checarmenl o mecoid elaloinicaly the résulls relabed Lo the Correfeive ongeing
et payiimnil sirien kg i ehanisd chicks 1 e mea?

Do et Pl esCisduiresh 10 TThe pesparits B0 the P I you Sas@ect that 8 Ireedaction |s berrsrtl:
nelatiad, &vien IN thise B e Siidenis of & St [Rmoisl Oon e T
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D pons apply the fallowing princigles once inowledge o susploon has bees formed’

[a] I the evertt of sasgdcion of MLUTF, 2 dsdedure s inade even where 0o lrassadtion has heen
conducted by oF hvoudh your NSO

B} ltermal contrels and systens are in place 1o prevest any directors, officers and emgloyess

withy Customes o performing sdditions] o enhanced C0O
mmmumumm.mm any oiher parson who s the sulject
of the dsciesure

D pous provide sulicient guidance te your all Lo enalie them 1o Tomn 3 Suapcon o 19 recogalse
when MUTF 1 takleg place?

IF yes, d you provide guidance te sTafl on Mentifying suspiceus acthity 1aking o scoount the

(2] e nature of the ransactions asd instructions that stalf is ikely o escounter

(&) the type of produdt o serdie

1<) the means of devery

D o ensore your ST are amire aod slet with the SECS godellnes with relatian Lo

2] potereisl ML scenarios wing Rt Fag Indiaatons

[0} potentlsl ML irnvaleing employess of Rk

Sulseguent o & Custiondr Suspioen belsg Metled, hive you made provgd dsdosures to the

FMU I e foloming sddiienal requests are made oy the Qustomes . Note: RPs ae requied 1o
prompt disclodore 1o PMU I anry event, Dot the folliwing regetsts are considered to be
g

(2] Instrucied you Lo mdve foads

(&) Oose the Sitoesd

{€) make cash svalabie fov collection

{d) carry out signicant changes 1o the business relatenship

Mu#mmuﬂ*m&nmu

......

D you keed the documents)’ recerds ielathag o customes idestny?

I yes o the above doCuments)’ reconds, ae they kegt hroughout tve busineis relatenship wih
the Customers and for & penod of shx yesrs after the and of the business reationalip? Note: 'While
e AMLO identifies relevant Socuments Lo be retaned for € years, the RF] should consider tther
SECP regquirements wind determining the recotd keeping and retention peried of each doedwvent.

D you e the Rllowing docerentsy) recteds relating 1o rarkstions)

(2] the ldentity of the paties 1o 1he ransacin

) thet mature and date of the ransact b




() thi bype S Bl of asrrescy Ivalaed

() the: eiigin of the funds

(] b Fewmn b witd ch s Tunds were olfened o withidees

{7} e desrinatben of M funids

{sah the: fizemn of esiruciion snd suthority

(W) e Eype mned hdetifying nuender of Bey BoCount Immohetd in Ehe tanseclion

Mg e SOCLITERT losith, ey hepl Ier & pErbed of Mve pesrs Sfer the comphetios of &
Iransclien, rapsiiess of whether thie Bosinets refallonahip ends doteg the satod & requiked
e the AHLITFT Regulatioed?

[m thee case whene costoaner idemifioation and verflcation doeasents are held by inbemnediat,
i i A hat e irleieedisiies B sysleme N plele o (oavdy mith B 1P rihsid -Reeplng
e T

s e et ity e

Hlve yiea Enpleiniibid & oesr and well Sitculsied pelicy 1o erdire Dl fekevail SLaMT e
| Bdequaie AMLTFT sl nisg T

Doz oea provide SELACFT iraining to your stall to maintals thelr AMLCFT knowhedgs and
e e e

I i, o the raining program doreer e following bepla

(4] yie Iresifuibon's s the SE8T's own personal siatitory obilgetions and the pessibie
ehrkguences for llkee W repom susploous ransatiion: under relevend v and regulatins

() &y ether sbabotery bl regulatory oblgatiess il cohDaT yiur ingibdlen sid the ST under
the relevant lws ol reguletisns, snd e possible consegueenies of bieaches of thise sblkathag

fi) wout e poboes and groceiurs relatieg b AMUCFT, inclafing susphious rai sl
el and repoetng

(Y &y meeiw @i techiibgues, mtPaods and Brends In HLTF 10 8 eobenb thal stk
EfsrTEta I nedded by pouod SUET IS CAITYy Ooul Dl Sditlculsr folid 1A wour st with
respeil to AHLACFT
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ML/TF Warning Signs/ Red Flags

The following are some of the warning signs or “red flags” to which SE will be alerted. The list is not
exhaustive, but includes the following;:

Brokerage Houses

(1) Customers who are unknown to the broker and verification of identity / incorporation proves
difficult;

(2) Customers who wish to deal on a large scale but are completely unknown to the broker;

3) Customers who wish to invest or settle using cash;

4) Customers who use a cheque that has been drawn on an account other than their own;

@) Customers who change the settlement details at the last moment;

(6) Customers who insist on entering into financial commitments that appear to be considerably beyond
their means;

(7) Customers who accept relatively uneconomic terms, when with a little effort they could have a much
better deal;

8) Customers who have no obvious reason for using the services of the broker (e.g.: customers with

distant addresses who could find the same service nearer their home base; customers whose
requirements are not in the normal pattern of the service provider’s business which could be more
easily serviced elsewhere);

) Customers who refuse to explain why they wish to make an investment that has no obvious purpose;
(10)  Customers who are introduced by an overseas agent based in a country noted for drug trafficking or
distribution

(11)  Customers who carry out large numbers of transactions with the same counterparty in small amounts
of the same security, each purchased for cash and then sold in one transaction, particularly if the
proceeds are also then credited to an account different from the original account;

(12)  Customer trades frequently, selling at a loss

(13)  Customers who constantly pay-in or deposit cash to cover requests for bankers drafts, money
transfers or other negotiable and readily marketable money instruments;

(14)  Customers who wish to maintain a number of trustee or customers’ accounts which do not appear
consistent with the type of business, including transactions which involve nominee names;

(15)  Any transaction involving an undisclosed party;

(16)  transfer of the benefit of an asset to an apparently unrelated third party, or assignment of such benefit
as collateral; and

(17)  Significant variation in the pattern of investment without reasonable or acceptable explanation

(18)  Transactions appear to be undertaken in a structured, sequential manner in order to avoid transaction
monitoring/ reporting thresholds.

(19)  Transactions involve penny/microcap stocks.

(20)  Customer requests a securities provider to execute and/or clear a buy order and sell order for the
same security or similar or correlated securities (and/or on behalf of the same beneficial owner), in
close chronology.

(21)  Transfers are made to the same person from different individuals or to different persons from the
same individual with no reasonable explanation.

(22)  Unusually large aggregate wire transfers or high volume or frequency of transactions are made with
no logical or apparent reason.



(23)  Customer invests in securities suddenly in large volumes, deviating from previous transactional
activity.
(24)  Customer conducts mirror trades.

(25)  Customer closes securities transaction before maturity, absent volatile market conditions or other
logical or apparent reason.

Proliferation Financing Warning Signs/Red Alerts

SE will take note of the following circumstances where customers and transactions are more vulnerable to be
involved in proliferation financing activities relating to both DPRK and Iran sanctions regimes:

(a) customers and transactions associated with countries subject to sanctions;

(b) instruments that could particularly be used to finance prohibited transactions, such as certain trade
financing products and services;

(c) customers involved with and/or transactions related to items, materials, equipment, goods and
technology prohibited by UNSCRs;

(d) reasonableness of invoiced goods against market value, inconsistency or discrepancies in trade-related
documentation.

In particular, RPs should be alert to the following non-exhaustive list of factors that are relevant to the DPRK
sanctions regime:

(a) significant withdrawals or deposits of bulk cash that could potentially be used to evade targeted
financial sanctions and activity-based financial prohibitions;

(b) opening of banking accounts by DPRK diplomatic personnel, who have been limited to one account
each under relevant UNSCRs (including number of bank accounts being held, holding of joint
accounts with their family members);

(c) clearing of funds, granting of export credits or guarantees to persons or entities that are associated
with trading transactions relating to the DPRK;

(d) providing insurance or re-insurance services to maritime vessels owned, controlled or operated,
including through illicit means, by the DPRK or classification services to vessels which there are
reasonable grounds to believe were involved in activities, or the transport of items, prohibited by
UNSCRs concerning the DPRK, unless the Security Council 1718 Committee determines otherwise on
a case-by-case basis;

(e) direct or indirect supply, sale or transfer to the DPRK of any new or used vessels or providing
insurance or re-insurance services to vessels owned, controlled, or operated, including through illicit
means, by the DPRK, except as approved in advance by the Security Council 1718 Committee on a
case-by-case basis; or

(f) the leasing, chartering or provision of crew services to the DPRK without exception, unless the

Security Council 1718 Committee approves on a case-by-case basis in advance;38 or
(g) using real property that DPRK owns or leases in Pakistan for any purpose other than diplomatic or
consular activities
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Securities Market (Medium High Vulnerability).

As of May 31, 2019, the securities sector had a total of 217 active Pakistan Stock Exchange brokers with Rs.
273.198 billion of assets and a total of 66 Active PMEX Pakistan Mercantile Exchange brokers with Rs.
2.243 billion of assets under their custody, as of May 31, 2019. There were 202 CIS with assets under
management of Rs. 621.396 billion, 19 Pension Schemes with assets under management of Rs. 26.059
billion, three Private Equity Funds with assets under management of Rs. 6.568 billion and 25 AMCs,
investment advisors & private equity companies with assets under management of Rs. 37.166 billion.
Thus, the securities market sector holds about 1.48% of the total assets held by financial market sector in
Pakistan.

Category No.
Independent securities broker-dealer (independent brokerage firms) - large 4
Independent securities broker-dealer (independent brokerage firms) - medium/small 192
Securities brokerage subsidiary of large commercial banks 4
Securities brokerage subsidiary of medium/small commercial banks 4

Securities brokerage subsidiary of subsidiary of medium/small Financial Groups other | 13
than Banks

Large registered investment companies (mutual funds, closed-end funds, unit 313
investment trusts, and private investment funds) (Mutual Funds, Plans and VPS of
value Rs. 50 million and above)

Medium/small registered investment companies (mutual funds, closed-end funds, unit | 20
investment, trusts, and private investment funds) (Mutual Funds, Plans and VPS of
value Below 50 million)

Large investment/financial advisors (Investment Advisors managing portfolios above | 19
Rs. 50 million)

Medium/small investment/ financial advisors (Investment Advisors managing 1
portfolios below Rs. 50 million)

Commodities futures and option broker - dealers, commodity trading advisors, futures | 12
commission merchant, futures pool operator - large

Commodities futures and option broker - dealers, commodity trading advisors, futures | 54
commission merchant, futures pool operator - medium/small

Products and Services

There are only four active products currently offered in the Securities Market sector, such as Ready
Market, Deliverable Futures Contract, Margin Trading System and Margin Financing. However, that
does not prevent it from being used for potential ML/TF purposes. Equity market products could be
used to layer or integrate the proceeds of crime, or to transfer value to terrorists, and are therefore




vulnerable for ML/TF activities. Currently, there are 558 companies listed on the Pakistan Stock
Exchange with a Market Capitalization of Rs. 9,386 billion. Products and services may be categorized
based on general characteristics and the degree of ML/TF risk associated with utilization of new
payment methods, delivery channels and jurisdiction/ geographic locations of customers.

Case studies of product of Securities Market Sector- Ready Market Trade

Individuals, both local and foreign investors, corporate and other entities, including government-owned
entities generally trade in the ready market of securities market. For this purpose investors/clients
placed their funds with the brokers. The investors can transfer their funds by using online banking and
transfer of funds through ATMs. The brokers generate their commission income based on the number of
trades executed by them and commission is one source of income of the brokerage house. High net
worth individuals (HNWI) and corporate entities normally trade in large volume in bulk quantity and
most frequent trading. Major trades are executed through online trading. 72% of total market trades
(ready and future) consist of ready market out of which about 53% pertains to online trading. It has
been observed that investors specially HNWI are reluctant in providing evidence regarding source of
their income relating to funds deposited by them with the brokers. Most of the corporate entities.
including private limited companies, partnership companies and sole proprietorship entities, normally
do not prepare accounts and financial statements.

Large amounts of money collected from investors in the securities market cannot be completely verified
due to constraints in the system.

Customers
PEPs

The securities sector is inherently vulnerable to ML/ TF from the 1,562 identified PEPs. Since almost all
the payments/receipts in this sector are routed through the banking channels, the proceeds of
corruption can be routed through banking channels for investment/placement in the securities sector.
Securities brokers

not allowed to accept cash of more than Rs 25,000 from any customer, and cash accepted by the
securities brokers constitutes less than 0.05% of total market settlement.

High Net worth Individuals

There are 5134 High Net Worth customers investing in the securities sector out of around 154,000
customers. These customers may have generated their wealth from multiple sources and regulated
persons may not have enough information to identify and verify all sources of funds. The possibility of
source of fund resulting from any predicate offence of ML is very likely making the securities sector
inherently vulnerable for ML/ TF.

Foreign Clients

There are 7,320 non-resident individual customers in Securities out of around 154,000 customers. It is
unknown how much money is invested in Pakistani capital markets by these non-residents. However,
due to the significant possibility that large amounts of Pakistani criminal proceeds are laundered
abroad, it also seems likely that final integration could occur by bringing back such proceeds and
investing them in Pakistani assets, including through capital markets. The capital market has a



significant portion of foreign investments also due to its high volatility and large returns. The regulator
as well as brokers have a difficult task to ensure legitimacy of the sources. In view of this, the inherent
vulnerability to ML/ TF in the securities sector from the foreign clients is assessed as Medium-High.

Geography

99% of branches of securities brokers are centered in Karachi, Islamabad and Lahore. Further, no broker
has any branch out of Pakistan. Out of total active and inactive customers following is the region wise
distribution of customers i.e. 7199 in KPK, 209 in FATA, 75,649 in Punjab, 109,320 in Sindh, 1454 in
Balochistan, 7554 in Islamabad, 112 in Gilgit/Baltistan and 823 in Azad Jammu & Kashmir. Branches
alongside porous borders/in different provinces or business through agents/distributors belonging to
porous borders pose high vulnerability for ML/TF. The border of Balochistan and KPK has porous
borders with Afghanistan and Iran, therefore are highly exposed to geographical vulnerability. These
borders are used for smuggling, cash movement, illegal business and border crossing. Customers from
high-risk jurisdictions may seek a business relationship with any security broker to potentially use the
sector for facilitation in their motives of ML/ TF. Customers from jurisdictions identified as high risk by
FATEF or securities brokers pose higher ML/ TF risk for the sector.

Delivery channels

As in any country, delivery channels can increase ML risk in the securities market based on the use of
wire transfers, online payment transaction, payment through debit/credit cards, and Internet-based
payment systems. There were 432,531 wire transfers amounting to Rs. 356 billion, equal to 9% of the
total market settlement, from June 01, 2018 to May 31, 2019, whereas, cash accepted by the securities
brokers are less than 0.05% of the total market settlement. The remaining settlement was performed
through other banking channels.
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Guidance Note

Latest data or data as at June 30, 2019 may beused for the assessment.
Analysis of ML/TF Threat and vulnerability should be done specifically mentioning Transnational
Risk in light of NRA 2019.
Data to be considered only in respect of incremental aspects e.g.
a. Customers categories (e.g. Afghans diaspora) located in High Risk Areas/Jurisdiction (e-g
porous borders) identified in NRA 2019
b. Branches/Agents located in High Risk Jurisdiction and areas as identified in NRA 2019
How various types of crimes and their ML ratings will change your existing ratings assigned to
various customer types such as;
a. importer/exportersin view of high risk rating for the smuggling crime,
b. legal persons, NPOs and DNFBPs etc. in light of the updated risk rating assigned to these in
NRA etc.
Share the narrative on various threats and vulnerabilities in light of NRA 2019 that impact your Entity
and assign risk rating with respect to following parameters;
a. Customers
b. Products
c. Delivery Channels
d. Geography

The subjective analysis must reflect the statistical data.
What remedial measures/controls are in place to mitigate the risks with respect to various types of
customers and their nature of business.
Following minimum contents may be covered in the Internal Risk Assessment Report:
a. Introduction of the Entity
Methodology for conducting Risk Assessment
Assessment of Crimes mentioned in NRA 2019 with relevance to the customers of the entities
Assessment of TF Threat including;
i. Entities of Concern and
ii. Transnational Risk
e. Assessment of Sectoral Vulnerabilities
i. Customers
ii. Products
iii. Delivery Channel
iv. Geography
f. Controls Measures specifically mentioning incremental controls put in place to address the
enhanced risks.
g. Any other matter as may be considered relevant
h. Conclusionon Overall Risk rating of the Entity
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